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1 Intr oduction

The National Security Ageng/’s Information Assur
ance ResearchOffice is integrating a flexible manda-
tory accesscontrol architecturecalled Flask into the
Linux operatingsystem[1]. The SecureExecutionEn-
vironments(SEE) group at NAI Labs s developing a
Role-BasedAccessControl (RBAC) and Type Enforce-
ment(TE) securitypolicy configuratiorfor this security-
enhanced.inux systemusingthe securitypolicy config-
urationlanguagedescribedn [1, Sec3.4]. This configu-
rationdraws from a preliminaryconfigurationdeveloped
by SecureComputing Corporationand from the prior
DomainandType Enforcemen{DTE) configurationde-
velopedby the SEE group[2]. The configurationalso
includescontributions by researcherfrom MITRE and
contritutionsby researcherffom the NSA. The config-
urationis still underdevelopment,and thereare mary
areaswhereit still requiressignificantwork.

This paperdescribeghe currentstateof this security
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policy configuration.The paperbeginswith anovervien
of thesecuritypolicy configuration It thendiscusseshe
detailsof the configurationfor Type EnforcementRole-
BasedAccessControl, users,constraints,and security
contets. A separateonfigurationusedto initially set
file securitycontetsis thendescribedFinally, the paper
describesonfigurationextensionsto supportthe instal-
lation of the system.

2 Overview

This sectionprovidesanoverview of the securitypol-
icy configuration.It explainsthe basicconceptausedin
the configuration.It describeghe goalsfor the configu-
ration. It alsoprovidesa high-level explanationof how
the policy configurationaddressethesegoals.

Thesecuritypolicy configurationdefinesa setof Type
Enforcementdomainsandtypes. Eachprocesshasan
associateddomain, and eachobject has an associated
type. The policy configurationspecifiesthe allowable
accesseby domainsto typesandthe allowableinterac-
tionsamongdomains.lt specifiesvhattypes(whenap-
plied to programsanbe usedto entereachdomainand
theallowabletransitionshetweerdomains.lt alsospeci-
fiesautomatidransitionsbetweerdomainswhencertain
typesareexecuted.Thesetransitionsensurethatsystem
processeandcertainprogramsareplacedinto their own
separatelomainsautomatically

Theconfiguratioralsodefinesasetof roles.Eachpro-
cesshasanassociatedole. All systemprocessesunin
the systenr role. Two roles are currently definedfor
users,userr for ordinary usersand sysadmr for sys-
tem administrators. Theseroles are setby the | ogi n
program. A separatenew ol e programwas addedto
supportrole changesvithin alogin session.

The policy configurationspecifiesthe setof domains
that can be enteredby eachrole. Eachuserrole has
an associatednitial login domain, the usert domain
for the userr role and the sysadmt domain for the
sysadmr role. This initial login domainis associated
with the usersinitial login shell. As the userexecutes
programs,transitionsto other domainsmay automati-
cally occurto supportchangesn privilege. Often, these
other domainsare derived from the users initial login
domain. For example,the usert domaintransitionsto
the usetnetscapg domain and the sysadmt domain

transitionsto the sysadmnetscapg domainwhen the
net scape programis executedto restrictthe browser
to a subsebf theusers permissions.

The first goal of the securitypolicy configurationis
to controlvariousforms of raw accesgo data. The pol-
icy configurationdefinesdistincttypesfor kernelmem-
ory devices, disk devices,and/ pr oc/ kcor e. It de-
finesseparatelomainsfor processeshatrequireaccess
to thesetypes,suchasklogd t andfsadmit.

The secondgoalis to protectthe integrity of the ker
nel. The policy configurationdefinesdistinct typesfor
thebootfiles, moduleobjectfiles, moduleutilities, mod-
ule configurationfiles and sysctlparametersandit de-
fines separatadomainsfor processeshat requirewrite
accesdo thesefiles. It definesseparatelomainsfor the
module utilities, andit restrictsthe use of the module
capabilityto thesedomains. It only allows a small set
of privilegeddomainsto transitionto the moduleutility
domains.

Thethird goalis to protecttheintegrity of systemsoft-
ware,systemconfigurationinformationandsystemogs.
Thepolicy configuratiordefinedistincttypesfor system
librariesandbinariesto control accesgo thesefiles. It
only allows administratorso modify systemsoftware. It
definesseparatgypesfor systemconfigurationfiles and
systemlogs and definesseparatelomainsfor programs
thatrequirewrite access.

Thefourth goalis to confinethe potentialdamagehat
canbecausedhroughtheexploitationof aflaw in apro-
cessthat requiresprivileges,whethera systemprocess
or privilege-enhancingsetuidor setgid)program. The
policy configurationplacestheseprivilegedsystempro-
cessesand programsinto separatedomains,with each
domain limited to only those permissionsit requires.
Separateypesfor objectsare definedin the policy con-
figurationasneededo supportleastprivilege for these
domains.

Thefifth goalis to protectprivilegedprocessefrom
executingmaliciouscode. The policy configurationde-
fines an executabletype for the programexecutedby
eachprivilegedprocessandonly allowstransitionso the
privileged domainby executingthat type. When pos-
sible, it limits privileged processdomainsto executing
theinitial programfor the domain,the systemdynamic
linker, andthe systemsharedibraries. The administra-
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tor domainis allowedto executeprogramsreateddy ad-
ministratorsaswell assystenmsoftware,but notprograms
createdby ordinaryusersor systemprocesses.

The sixth goalis to protectthe administratorole and
domainfrom beingenteredwithout userauthentication.
The policy configurationonly allows transitionsto the
administratorrole and domainby the | ogi n program,
which requiresthe userto authenticatdeforestartinga
shellwith theadministratorole anddomain.lIt prevents
transitionsto the administratorrole and domainby re-
moteloginsto preventunauthenticatecemoteloginsvia
. rhost s files. A newr ol e programwasaddedo per
mit authorizedusersto enterthe administratorole and
domainduring a remotelogin sessionandthis program
re-authenticatethe user To provide confidentiality of
secretauthenticatiorinformation, the policy configura-
tion labelsthe shadev passwerd file with its own type
and restrictsthe ability to readthis type to authorized
programssuchasl ogi n andsu.

Theseventhgoalis to preventordinaryuserprocesses
from interferingwith systemprocessesr administrator
processesThe policy configurationonly allows certain
systemprocesseandadministratorso accesshe procfs
entriesof processesn otherdomains. It controlsthe
useof ptrace on other processesandit controlssignal
delivery betweendomains. It definesseparateypesfor
the homedirectoriesof ordinaryusersandthe homedi-
rectoriesof administrators.It ensureghatfiles created
in shareddirectoriessuchas/ t np areseparatelytyped
basedon the creatingdomain. It definesseparateypes
for terminalsbasedn the owner’s domain.

The eighth goal is to protectusersand administra-
tors from the exploitation of flaws in the net scape
browserby maliciousmobile code. The policy config-
uration placesthe browserinto a separatedomainand
limits its permissionslit definesatypethatuserscanuse
to restrictreadaccesdy the browserto local files, andit
definesa type thatuserscanuseto grantwrite accesgo
localfiles.

3 TE Configuration

In a traditional Type Enforcement{(TE) policy, each
subjectis labeledwith a domain,and eachobijectis la-
beledwith atype. The Flasksecuritysener meigesthe
conceptsof a domainanda type into a single type ab-

straction.A “domain” in Flaskis simply a typethatcan

be associatedvith a process.A type may be usedboth

asa domainfor a processand as a type for an object.

For example,in the Linux implementationthe process-
specificsubdirectoriesn / pr oc arelabeledwith these-

curity context of the correspondingrocessso eachdo-

mainis alsousedasthetype of thesepseuddiles.

This section describesthe Type Enforcement(TE)
configurationcontainedn theal | . t e file. Thisfile is
automaticallygeneratedrom a collection of files. The
sectionbegins by discussingthe global macrosdefined
for the TE configuration. It thendescribesa setof at-
tributesusedo grouprelatedypesanddomaingogether
The typesand domainsdefinedin the configurationare
thenindividually discussed.Finally, the assertionghat
arechecledafterevaluatingthe TE configuratiorarede-
scribed.

3.1 Global Macros

The macr os. t e file containsglobal macrosused
throughoutthe configurationfor commongroupingsof
classesand permissionsand for commonsetsof rules.
This subsectiordescribegthe macrosdefinedin thisfile.
Thesemacrosare usedto easespecificationof the con-
figuration. The macrosare expandedby the n4 macro
processar

3.1.1 Classand PermissionMacros Severalmacros
are definedfor groupingsof file-relatedclasses. The
dir_file_classset macro expandsto the directory class
andall of thefile classes.The file_classset macroex-

pandsto all file classes.The notde/file_classsetmacro
expandsto all file classesxceptfor device speciaffiles,

and the devfile_classset macro expandsto the device

specialffile classesThesemacrosareusedin accesvec-
tor rules, type transitionrules, and accessrector asser
tionsin the TE configuration. They arealsousedin the
constraintonfiguration.

Several macrosare definedfor groupingsof file per
missions.The stat file_permsmacroexpandsto the per
missionsrequiredto call stat or accesson a file. This
macrois usefulin grantingdomainsthe ability to testfor
the existenceof afile or statfiles for a directorylisting
without grantingary furtheraccesses.

The xfile_perms r_file_perms rx_file_perms and
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rw_file_permsmacrosexpandto the permissionsequired
to executeafile, readafile, readandexecutea file, and
readandwrite afile, respectiely. Thesemacrosareused
to grantdomainsthe ability to use existing files with-

outgrantingthemtheability to create unlink, or rename
them. Sinceit is desirableto strictly control execute
accessfile executepermissionis only includedin the
xfile_permsandrx_file_permsmacros A rwx_file_perms
macrocouldbeaddedbut mostdomainsarenotallowed

to executeprogramghatthey canwrite. It would beuse-
ful to adda ra_file_permsmacroto indicatereadandap-
pendaccesdgor append-onlfiles.

Thelink_file_permsmacroexpandsto permissiongor
linking, unlinking andrenaminga file. This macroal-
lows namespaceoperationgo be separatelauthorized
from otheroperations.The createfile_permsmacroex-
pandsto permissiongor creatingeadingwriting, link-
ing, renamingandunlinking afile. This macrodoesnot
includefile executepermissionsincemostdomainsare
not allowed to executeprogramsthat they canwrite. It
alsodoesnotincludepermissiongor relabeling,sinceit
is desirableto strictly controlrelabelingoperations.

Ther_dir_perms rw_dir_perms andcreatedir_perms
macrosprovide similar expansiondor directories.These
macrosdiffer in thatthey usedirectory-specifippermis-
sionssuchasseach, add name remwe.name repaent,
andrmdir. Directorysearctpermissiorisincludedin the
macrosthatpermitreadingsincesearchandreadaccess
aretypically not separatedh the policy configuration.It
would be usefulto adda ra_dir_permsmacroto indicate
readandadd hameaccesd$or append-onlyirectories It
might alsobe usefulto adda link_dir_permsmacro.

A singlemacrois currentlydefinedfor soclet classes.
The sodket classset macro expandsto the set of all
soclet classes.This macrois currentlyonly usedin the
constraintsconfiguration. It would be useful to add a
notrawso&et classsetmacrothatonly expandsto data-
gramandstreansocletclassessinceraw socletsshould
belimited to privilegeddomains.

Therw_sodket permsandcreate soket permsmacros
expand to permissionsfor reading and writing sock-
ets and for creating, reading and writing sock-
ets. These macros can be used for datagramor
raw soclets. The rw_streamsodet perms and cre-
ate streamsodet permsmacrosare equivalentmacros

for streamsoclets. It might be usefulto addvariantsof
thesemacrosthatarespecificto clientsandseners.

The inherit fd_permsmacro expandsto permissions
for inheriting and using an openfile description. The
mostcommonuseof this macrois to granta domainthe
ability to inheritanduseopenfile descriptiondrom the
domainthattransitionedo it. It is alsosometimesiec-
essaryto grantthesepermissiondor openfile descrip-
tions that are inheritedthroughmultiple domaintransi-
tions. For example, the rlogind_t domaininherits de-
scriptionscreatedby inetd.t indirectly through tcpd.t.
Thereceivefd_permsmacroexpandsto permissiongor
receving an openfile descriptionthroughlocal soclet
IPC andsubsequentlysingit.

The mountfs_perms macro expandsto permissions
for mounting and unmountingfile systems. The sig-
nal_permsmacroexpandgo permissiongor sendingary
signal. The padet permsmacroexpandsto permissions
for sendingandreceving network paclets. This macro
canbeusedwith eitherthe nodeclassor the network in-
terfaceclass.

3.1.2 Rule Macros The domaintrans macro ex-
pandsto accessvectorrulesthat granta parentdomain
the ability to transitionto a child domainvia a pro-
gramtype. In additionto definingthe minimal set of
accessvector rules required to authorizethe domain
transition, this macrodefinesseveral rules that are not
strictly requiredbut are usually desired. For example,
the macrograntsthe parentdomainpermissiongo reap
the child domainwhenit exits. It alsograntsthe child
domainpermissiongo inheritanduseopenfile descrip-
tionsfrom the parentdomain. It might be usefulto add
a minimal domain transition macrothat only contains
the rulesrequiredto authorizethe transition. The do-
mainauto_transmacroaddsa type transitionrule to the
domaintransmacrosothatthe domaintransitionoccurs
automaticallywhenthe programtypeis executedby the
parentdomain.

The file_typetrans and file_typeauto_trans macros
provide similar functionality for transitioningto a new
file typewhenafile is created.Thefirst macroexpands
to accessvectorrulesthat granta domainthe ability to
createafile typein adirectorytype. This macroalsode-
finesmore thanthe minimal setof accessvectorrules.
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For example,it alsograntsthe domainthe ability to re-
move namedrom thedirectorytypeandto unlink thefile
type. Themacroalsodefinesacceswectorrulesto allow
creationof ary file classexceptfor device specialfiles.
It might be usefulto adda minimal variantof this macro
thatonly containsthe rulesrequiredto authorizethefile
creationand that requiresthe desiredfile classeso be
explicitly specified.Thefile_type autotransmacroadds
a type transitionrule to this macroso that the file type
transitionoccursautomaticallywhenthe domaincreates
afile in thedirectorytype.

The usesshlib macroexpandsto accessvectorrules
that grant a domainthe ability to executethe system
dynamicloadersand to executecode from the system
sharedlibraries. The canexec macrograntsa domain
the ability to executea programtype without transition-
ing into a new domain. The can.execany macrogrants
adomainthe ability to executeary systemprogram.

Thecan.networkmacroexpandgo accesyectorrules
that granta domainthe ability to perform unrestricted
network communicatiorvia UDP or TCP soclets. This
macrograntsthe domainpermissiongo the defaultmes-
sagetypesfor eachnetwork interfacesothatthedomain
cancommunicatavith systemghatdo not provide mes-
sagelabeling. Whenmessagéabelingis provided, sep-
arateacceswyectorrulesmustbe definedfor the pair of
domainsthat are communicating. The can.tcp_connect
andcan.udp.sendmacrosexpandto accessectorrules
thatauthorizespecificpairsof domainsto communicate.
SinceFlaskdoesnotyetprovide messagéabelingacross
the network, thesemacrosare only necessaryor com-
municationacrossheloopbackinterface.

For UNIX domain IPC, the canunix.connectand
can.unix sendmacrosexpandto accesvectorrulesthat
authorize specific pairs of domainsto communicate.
Thesemacrosdo not authorizethe transferof openfile
descriptionsbetweendomains,so additionalrules must
bedefinedin the configurationif thatis desired.

The cansysctimacroexpandsto accessvectorrules
that granta domainthe ability to modify ary sysctlpa-
rameters. It might be useful to separatepermissions
for the rodpr obe pathfrom the other sysctlparame-
ters, sincethis pathis especiallysecurity-critical. The
can.createpty macroexpandsto a setof rulesthat al-
low a useror administratordomainto createandaccess

pseudderminalswith acorrespondinglerivedtype. The
can.createother_pty macroexpandsto a setof rulesthat
allow a domainto createand accesspseudoterminals
on behalfof anotherdomain,asin the caseof gnone-
pty- hel per.

3.2 TypeAttrib utes

Eachtype canhave an optionalsetof attributesasso-
ciatedwith it. A type attribute is usedto identify a set
of typeswith a similar property Whena type attribute
is usedin arule, it is expandecto the setof typeswith
thatattribute. Hence type attributescanbe usedto con-
venientlygrouptypestogetherandexpresssharedprop-
ertiesfor all typeswith the attribute. By prefixingatype
attribute with thetilde charactera rule canalsobe ap-
plied to all typesthatdo not have the specifiedattribute.
Thepolicy languagedoesnotyet supporta setdifference
operatoffor typeattributes.

The domainattribute is usedto identify all typesthat
canbe usedasdomains.The TE configurationusesthis
attribute in rulesto grantevery domaina standardset
of permissions. This attribute is also usedin rulesto
allow certainprivileged domainsto sendsignalsto all
processeandto inspectthe pr ocf s entriesof all pro-
cessesAn access/ectorassertiorusesthis attribute to
verify that only typeswith the domainattribute can be
enteredby processes.

The privuser attribute is usedto identify all domains
thatcanchangeheir useridentity. The privrole attribute
is usedto identify all domainsthatcanchangetheirrole.
The privowner attribute is usedto identify all domains
that can label objectswith otheruseridentities. These
restrictionsarespecifiedn the constraintsonfiguration.

The privlog attribute is usedto identify all domains
that cancommunicatewith sysl ogd throughits Unix
domain soclet. This attribute is usedin rules that
grantthenecessarfile permissionso thecorresponding
socletfile. It is alsousedn rulesthatgrantthenecessary
socletpermissiongor communicatingvith syslad. The
privmemattributeis usedto identify all domainghatcan
acceskernelmemorydevices. This attribute is usedin
an assertiorthat only thesedomainshave reador write
accesso thememorydevice type.

Theexectypeattributeis usedto identify all file types
thatareusedasentrypointexecutablegor domains.This
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attributeis usedin the can.execanymacroto allow gen-
eralexecuteaccesgo theseprogramsalthoughthe abil-
ity to transitionto the correspondingdlomainsis more
restricted.lt is alsousedin anacceswectorassertiorto
verify thatentry point executableg€anonly be modified,
deleted pr renamedy administrators.

Severalattributesaredefinedto identify all typesused
for a particularkind of object. For example, file_type
is usedto identify all file types,fs typeattributeis used
to identify all file systemtypes,and netif typeis used
to identify all network interfacetypes. Theseattributes
are usedin accessvectorrules suchasa rule to allow
all file typesto be createdin a file systemtype and a
ruleto allow thei ni t r ¢ scriptsto configureall network
interfaces.

Thepidfile attributeis usedto identify all file typesthat
areusedasPIDfilesin/ var / r un. Thetmpfileattribute
is usedto identify all files typesthatareusedastempo-
rary files in oneof thet np directories. The sysadmfile
attributeis usedto identify file typesthatarefully acces-
sible by the systemadministratodomain(sysadmn).

3.3 General Types

The t ypes subdirectorycontainsseveral files with
declarationgor generaltypes(typesnot associatedavith
a particulardomain) and somerules defining relation-
shipsamongthosetypes. Relatedtypesaregroupedto-
getherinto eachfile in this directory, e.g. all device type
declarationsrein thedevi ce. t e file.

This sectiondescribegachgeneratypedefinedin the
configuration. Domainsand their associatedypesare
discussedh the next section.This sectionbeginsby dis-
cussingypesdefinedfor new securityobjectsintroduced
by Flask.It thendescribesypesfor controllingaccesso
devices, typesfor controlling accesdo files, andtypes
for controllingaccesso network objects.

3.3.1 Security Types Thesecurity.te file con-
tainsdeclarationdor typesdefinedfor new securityob-
jectsintroducedby Flask. The securitysener type, se-
curity_t, is usedto controlthe ability to usemostof the
new securitysener systemcalls. The policy configura-
tion grantsevery domainpermissiongo obtainSIDsfor
contets andto getthelist of active SIDs. The permis-
sion to obtaina context for a SID is basedon the type

associatedvith the particularSID ratherthanusingthe
genericsecurityt type. The policy configurationgrants
everydomainthis permissiorto everytype,sotheability
to obtainthe securitycontect associateavith any SID is
alsounrestricted.

Thepolicy configurationtype, policy_configt, is used
to control accessto the compiled policy configuration
file (/ ss_pol i cy). The permissiorto load a new pol-
icy configurationon anoperationakystemis alsobased
on this type. This type canonly be modifiedby the ad-
ministrator Strongerintegrity protectioncould be pro-
videdby only allowing thistypeto becreatedr modified
by the administratorthrougha specificprogram. Such
a programcould alsorequirereauthenticatiorto ensure
thatthepolicy configurationis notrewrittenwithoutuser
consentPermissiorno loadanew policy configurationis
only grantedbetweerthe administratodomainandthis
type.

Thepolicy sourcetype, policy_src.t, is usedto control
accesgo the policy configurationsourcefiles. Thistype
canonly be modified by the administrator Sincethese
sourcefiles have no standardocation, the file_contexts
configurationshouldbe customizedby eachsite to set
the location of the policy configurationsourcesprior to
relabelingthefile system.

Thefile labelstype,file_labelst, is usedto controlac-
cessto the persistentabel mappingstoredin eachfile
system. The mappingfiles arein the. .. security
subdirectoryat the root of eachfile system. This type
canonly be modified by the administrator As with the
policy configurationtype, it might be desirableto pro-
vide strongerintegrity protectionfor this type.

The inaccessibldype, no_access, is a generaltype
for files thatareonly accessibldy administrators.This
typeis not currently usedin the file context configura-
tion.

3.3.2 Device Types The devi ce. t e file contains
declarationdor device types. The device directorytype,
devicet, is usedto control accesdo the directory con-
tainingdevice speciaffiles. All domainsaregrantedread
and searchpermissiongo directoriesof this type. This
typeis alsousedasthedefaulttypefor filesin thisdirec-
tory.

The null device type, null_devicer, is usedto permit
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accesgo the null device. All domainsare grantedread
andwrite permissiongo this type. The randomdevice
type, randomdevicet, is usedto permit accesgo de-
vices usedto obtain randomvalues. All domainsare
grantedreadpermissiongo thistype.

The tty device type, tty_devicet, is usedto control
accesdo tty devices. Tty devicesareinitially labeled
with this type. Thel ogi n programwas modified to
changethe security contet on the userterminal based
on the users security context. Derived types are de-
fined for eachuserdomain,e.g. usertty_devicet and
sysadmity_device.t, for thispurpose A distincttype,de-
vity t is usedfor / dev/ t t y sinceit canbeaccessetly
all domains.

The consoledevice type, consoledevicert, is usedto
controlaccesgo the console.Currently all domainsare
grantedreadandwrite permissiongo thistype. Thiswill
be changedo only grantpermissiondor thosedomains
thatrequireaccesgo the consoledevice.

The memorydevice type,memorydevicet, is usedto
control raw accesgo memory The klogd domainis al-
lowedto readthistype. The X senerdomainis currently
allowedto readandwrite this type, althoughthe portion
of the X senerthatrequiressuchaccesshouldbe sepa-
rated.

Thefixeddisk devicetype,fixed disk devicert, is used
to control raw accesgo fixed disk devices. The remov-
abledevice type, remavable devicet, is usedto control
rawv accesso removable devices. The file systemad-
ministration programdomain (usedfor programssuch
as f sck and swapon) is allowed to read and write
thesetypes. The administratordomainis currently al-
lowedto directly readandwrite fixeddisk devicesto run
/sbin/lil o, butthis programwill be movedinto its
own domain.

The clock device type, clock_devicert, is usedto con-
trol accesdo the real time clock. The initrc_t domain
is allowed to readandwrite this type. Note that a do-
main can setthe systemtime without having accesgo
thistype.

Themiscdevicet typeis usedto permitacces$o mis-
cellaneousdevices that have not yet beenstudied for
propercontrol, e.g. / dev/ sequencer, / dev/ dsp,
/ dev/ audi o, / dev/ fb. The userdomainsare al-

lowedto readandwrite this type. Thesedevicesrequire
furtherstudyto identify propercontrolsandmayrequire
changego thepamconsol e moduleto setthesecurity
contet on thesedevice files basedon the usersecurity
context.

The psauxt type is usedto control accessto the
/ dev/ psaux mousedevice. Theinitrc_t domainis al-
lowedto readthis typefor kudzu. Thegpm X sener,
anduserdomainsareallowedto readandwrite thistype.
Properlycontrollingaccesso thisdevicerequiresurther
study

3.3.3 File Types Thefil e.te file containsdecla-
rations for file types. At the end of the file, several
rules are specifiedto definerelationshipsamongthese
file types.

Theunlabeledype,unlabeledt, is usedto controlac-
cesdo filesthatdo notyetsupportabeling.No domains
aregrantedpermissiongo thistype.

Thedefaultfile systentype,fs.t, is usedto controlac-
cessto the file system. This type is currentlythe only
type definedfor ext 2 file systemsandit is automati-
cally appliedto anunlabeledext 2 file systemwhenit
is first mounted.All file typesareallowedto be created
in this file systemtype. All domainsare allowedto get
the attributesof this file systemtype. The kernelt, ini-
trc_t, andadministratodomainsaregrantedpermissions
to mountandunmountthis type.

The default file type, file_t, is usedto control access
to files. This type is automaticallyappliedto files in
anunlabeledext 2 file systemwhenit is first mounted.
All root directorytypescanbe mountedon a directory
with this type. The initrc_t and administratordomains
aregrantedpermissiongo usedirectorieswith this type
asmountpoints. Every domainis grantedoermissionso
readdirectoriesandfiles of thistype.

The root directorytype, root.t, is usedto control ac-
cessto the root directory All domainsare allowed to
readfiles anddirectorieswith thistype. Only theadmin-
istrator domainsare grantedpermissiongo modify this
type.

The lost-and-founddirectory type, lostfoundt, is
usedto control accesdo thel ost +f ound directories
andfiles. Only the file systemadministrationprogram
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domainandthe administratordomainsare grantedper
missiongo thistype.

The boottype, boott, is usedto controlaccesgo the
boot directoryandits files. The administratordomains
canmodify this type. Since/ boot / ker nel . h is au-
tomaticallygeneratediuringsysteminitialization, a sep-
aratetype, bootruntimet, is definedfor this file. An
automaticfile type transitionis definedfor the initrc_t
domainto createthis typein the bootdirectorytype. All
domainsareallowedto readthesetwo types.

The tmp directory type, tmpt, is usedto control ac-
cessto temporarydirectories. All domainsare granted
permissiongo createand unlink files in thesedirecto-
ries. To provide separatiommongtemporaryfiles, asep-
aratederivedtypeis definedfor eachdomainthatcreates
temporaryfiles, and an automaticfile type transitionis
definedfor eachdomainto createthe correspondingle-
rivedtypein thetmp directorytype.

Theetct typeis usedto controlaccesdo systemcon-
figuration information. This type can be read by ary
domainbut can only be modified by the passwdt and
administratordomains. This type canalso be executed
by several domains. Since several configurationfiles
arecreatedduring systeminitialization, anetc runtimezt
typeis alsodefined. Automaticfile type transitionsare
definedfor theinit_t andinitrc_t domainsto createfiles
of thistypein theetct directorytype. Sendmairequires
write accesdo thealiasedatabasandthe/ et ¢/ mai |
directory so separatestc aliasest and etcmail_t types
aredefined. The sendmailt domaincanreadandwrite
thesawo types,andcancreatenew filesin/ et ¢/ mai | .

Theetcauth.t typeis usedto controlaccesso system
authenticationinformation. The ability to readthis type
is limited to domainsthat performauthenticatiorandto
theadministratordomains.The ability to write this type
is limited to the passwdt domainandthe administrator
domains.

The shadev passwerd file is moved into a new
/ et ¢/ aut h directoryduringinstallationandthis direc-
tory andfile arelabeledwith thistype. Thepwdb shared
library, thesul ogi n program,andthe shadav utilities
arealsoupdatedduringinstallationfor the new location.
It is necessaryo movetheshadav passverdfile to anew
directoryto ensurethat new versionsof thefile arecre-
atedwith this type. Otherwise the file would revert to

theetct typewhenanew versionwascreated.

Thelib_t type is usedto control accesgo systemli-
braries. All domainsare allowed to readthis type, but
only administratordomainscan modify it. Several do-
mainscanexecutethis type.

The shlib_t type is usedto control accessto system
sharedlibraries.Theld_sat type is usedto control ac-
cesdo systenmdynamicloaders All domainsareallowed
to readthesetwo types,to executeprogramswith the
Id_sat type, andto executecodewith the shlib_t type.
Only administratodomainscanmodify thesetypes. The
setof domainswill bereviewedto determineif they all
requireaccesgo sharedibraries.

Thebin_t type is usedto controlaccesgo systembi-
naries. All domainsare allowed to readthis type, and
severaldomainsareallowedto executeit. Only adminis-
tratordomainscanmodify it. The shint typeis usedto
controlaccesgo superusesystembinaries.This typeis
identicalto bin_t exceptthatinit_t canexecuteit for the
updat e program.

The mant type is usedto control accessto system
manualpagedirectoriesandfiles. All domainsare al-
lowed to readthis type, and the administratordomains
canmodify it. Thesystemcrond.t domaincanalsomod-
ify it to updatethewhat i s files.

The usr_t typeis usedto control accesdgo the/ usr
directory Thesrc_t typeis usedto controlaccesgo sys-
tem sources.Thesetypesarecurrentlyequivalentto the
rootdirectorytype. They areseparatelyefinedto allow
distinctpermissiongo be grantedn thefuture.

Thevar_t type is usedto control accesgo the/ var
directory This typeis currently equivalentto the root
directorytype, but is separateldefinedto allow distinct
permissiongo be grantedin the future. Separateypes
aredefinedfor severalsubdirectoriesf/ var : catmant,
var_run_t, var_log_t, var_lock_t, var_lib_t, var_spoolt,

and var.ypt. The wtmpt type is defined for the
/var /1l og/wtnp file. All domainscan read these
types.

All of thesatypescanbemodifiedby theadministrator
domains.Thecatmant typecanbereadandmodifiedby
theuserdomains.Thevar_run_t type canbe modifiedby
daemonsandby theinitrc_t domain. Thevar_log-t type
can be modified by initrc_t, sysla@d.t, crondt, logro-
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tatet andthe login domains. The var_lock_t type can
be modifiedby initrc_t, systemcrond.t, andthelocal lo-
gin domain. The var_lib _t type canbe modifiedby sys-
temcrondt andlogrotatet. The var_yp.t type canbe
modifiedby ypbindt. Thewtmpt type canbe modified
by init_t, initrc_t, getty.t, rlogind.t, utemptert, andthe
domainsfor gnone- pt y- hel per andl ogi n.

To provide separatioramongfilesin / var / | og, de-
rivedtypesaredefinedfor someof thedomainsthatcre-
atefilesin this directory andthewt np file is assigned
separateype. Thel ogr ot at e programwasmodified
to presere the securitycontets on the log files in this
directory

To provide separatioramongfilesin / var / r un, de-
rivedtypesaredefinedfor eachdomainthatcreatediles
in this directory Consequentlythe pid files areindivid-
ually labeledbasedon the correspondingdomain, and
theut np file is labeledwith theinitrc_var_run_t derived
type. The initrc_t domainis allowed to read and un-
link the derivedtypesfor the pid files for shuttingdown
the system. Domainsfor i nit, getty, rl ogi nd,
ut enpt er, gnone- pty- hel per, su and! ogi n
aregrantedreadandwrite permissiongo theut np file.

The /var/spool directory is further refined
into separatetypes for several of its subdirectories:
at_spoolt, cron.spoolt, |pd_spoolt, mail_spoolt, and
mqueuespoolt. All of thesetypescanbereador mod-
ified by the administratordomains. Each of the spool
typescanbeaccessetly thedomaingor thecorrespond-
ing daemorandclient programs.Thelogin domainscan
testfor the existenceof mail spoolfiles, andthe userdo-
mainscanreadandwrite mail spoolfiles. Derivedtypes
have beendefinedfor severalof thesespooltypesto pro-
vide separatiorbetweenspoolfiles createdby different
userdomains.

3.3.4 Procfs Types The procfs.te file contains
declarationgor typesusedor thepseuddilesin/ pr oc.

Theproc.t typeis thetypefor the/ pr oc directoryand
its files. All domainsareallowedto readthistype. Dueto

thehighly sensitve natureof theknsg andkcor e files,
separateypes are definedfor thesefiles: proc_kmsgt

andproc_kcore_t. Only thedomainfor kl ogd is allowed
to readthe proc_kmsgt type. Currently no domainis al-

lowedto readtheproc_kcore.t type.

The process-specifisubdirectorieof / pr oc arela-
beled with the domain of the correspondingprocess.
Eachdomainis allowedto readfiles labeledwith thedo-
main. Theinitrc_t andadministratodomainsareallowed
to readfiles labeledwith any domain.

The sysctlt typeis thetype for the/ pr oc/ sys di-
rectoryandits files. A separatdype is definedfor sev-
eral of the subdirectoriesof / proc/ sys: sysctlfsct,
sysctlkernelt, sysctlnett, sysctlvmrt, andsysctldev_t.
Sincethenmodpr obe pathis especiallysecurity-critical,
a separatetype, sysctimodpobet, is defined for
/ proc/ sys/ ker nel / nodpr obe. Thesetypesare
alsousedto controlthe useof the sysctlsystemcall. All
domainsare allowed to readthesetypes. Only the ini-
trc_t domainandthe administratordomainsareallowed
to write thesetypes.

3.3.5 Devpts Types The devpt s. t e file contains
declarationdfor typesusedfor the pseuddfiles related
to/ dev/ pts.

The ptmxt type is used to control accessto
the / dev/ pt nx pty master multiplex device. The
r 1 ogi nd domainanduserdomainsareallowedto read
and write this type. The devptst type is the type for
the/ dev/ pt s directory All domainsare allowed to
readthis type. Pty filesin / dev/ pt s arelabeledwith
atype derived from the domainof the creatingprocess.
Eachdomainis grantedaccesdo its own ptys. Ptyscre-
atedby r | ogi nd arelabeledwith therlogind_devptst
type. Thel ogi n programwas modifiedto relabelthe
userterminalbasedon the users securitycontext. Con-
sequentlyptysarerelabelecby | ogi n to aderivedtype,
userdevptst or sysadmdevptst.

3.3.6 NFSTypes Thenfs. t e file containsdeclara-
tionsfor typesusedfor files from anNFS sener. At the
endof thefile, severalrulesarespecifiedto definerela-
tionshipsamongtheseNFSfile types.

Thenfst typeis the defaulttype for NFSfile systems
andtheirfiles. A separatéypecanbedefinedfor thefiles
providedby eachNFSsener, asdescribedn Section7.3.
The nfsclipper-t typeis an exampletype for NFS files
mountedfrom a hostnamedclipper. Currently both of
thesetypescanbereadandwritten by all domains.
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3.3.7 Network Types The network. te file con-
tainsdeclarationgor typesusedfor network objects. At
the end of the file, several rules are specifiedto define
relationshipsamongthesenetwork objecttypes.

Theany_sodet t typeis thedefaultdestinatiorsoclet
typefor UDP or raw IP traffic. The cannetworkmacro
grantsthedomainpermissiorto sendto this soclettype.
This macrois appliedto ary domainthat usesthe net-
work.

Theicmp.sodket t typeis thetype of thekernelsoclet
usedo sendCMP messagesThissoclettypeis allowed
to sendandreceve raw IP messagesThe tcp_sodket.t
type is the type of the kernelsoclet usedto sendTCP
resets. This soclet is allowed to sendandreceive TCP
messages.No domainis grantedpermissiongo these
soclet typessincethey are only usedinternally by the
kernel.

Theport_t typeis thedefaulttypefor INET portnum-
bers. All domainsare allowed to bind port numbers
with this type. Separatdypesare definedfor several
port numbers.Only the Ipd_t domainis allowedto bind
printer_port.t. Only the sendmailt domainis allowed
to bind smtpport.t. No domainis currently allowed to
bind http_port.t. Theinetd.t domainis allowedto bind
the other types (ftp_port.t, telnetport.t, rlogin_port.t,
rshport_t). Hence,thesetypescould be collapsedinto
asingleinetd port_t type. Porttypesareassociatedvith
specificport numbersthroughthe network context con-
figurationdescribedn Section7.3.

The netif_t typeis the default type for network inter-
faces. The netmsgt type is the default type for unla-
beled messageseceived on network interfaces. Sepa-
rate pairs of types are definedfor several network in-
terfaces:netif ethQt andnetmsgethQt, netif.ethlt and
netmsgethlt, andnetiflo_t andnetmsglo_t. Network
interfacetypesare associatedvith specificnetwork in-
terface namesthrough the network contect configura-
tion describedn Section7.3. Permissionsare granted
for eachunlabeledmessageaype to be received on the
correspondingnetwork interfacetype. Theinitrc_t and
administratordomainsareallowedto configureary net-
work interface. Several domainsare allowed to getthe
configuratiorof any network interface. Thecan.network
macrograntsthedomainpermissiongo sendandreceve
on ary network interface.
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The nodet type is the default type for nodes. The
nodelo_t typeis the typefor theloopbackaddressThe
nodeinternalt type is the type for nodeson the lo-
cal areanetwork. Any of the unlabeledmessageypes
are allowed to be received from ary nodetype. The
can.network macro grantsthe domain permissionsto
sendto ary nodetype. Nodetypesare associatedvith
specificnetwork addresseghroughthe network context
configurationdescribedn Section7.3.

3.4 Domains

Thedomai ns subdirectorycontainsseveralsubdirec-
torieswith aseparatdile containingthedeclarationsand
rulesfor eachdomain. Relateddomainsaregroupedto-
getherinto eachsubdirectorye.g.all domaindefinitions
for systenprocessearein thedomai ns/ syst emsub-
directory Thedonmai ns/ every. t e file containgules
thatapplyto every domain.

This sectiondescribegachdomaindefinedn thecon-
figuration. This sectionbegins by discussingulesthat
are appliedto every domain. It then describeghe do-
mainsdefinedfor systemprocesses.Domainsfor user
programsarethendiscussedThe sectionthendescribes
domainsfor userlogin sessions.

3.4.1 Every Domain The domai ns/every.te
file containsrulesthatapplyto every domain. Eachdo-
main cansendS| GCHLD to i ni t . Eachdomaincan
acces®therprocesses the samedomain,e.g.eachdo-
main cansendary signalto otherprocessef the same
domain.Process-specifiilesin / pr oc canbeaccessed
by ary processvith thesamedomain.Eachdomainis al-
lowedto acces®penfile descriptionspipes,andsoclets
createcby processem the samedomain.

Eachdomainis allowed to obtain SIDs for security
contets andto obtainthe list of active SIDs. Eachdo-
maincanobtainthe securitycontext for ary SID.

Eachdomain can get the attributesfor ary file sys-
temtype. Eachdomainhasreadaccesgo the pr ocf s
typesexceptfor the proc_kmsgt andproc_kcore_t types.
Eachdomainhasreadaccesgo mostof the systemfile
types,e.g. file_t, roott, usrt, lib_t, etc. Certainsystem
file typesare intentionally excluded from this general
readaccesssuchas systemauthenticationnformation
(etcauth.t), lost-and-founddirectories (lostfoundyt),
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andprotectedspooldirectories(e.g. cron_spoolt). Each
domaincanaddandremove files from tmp.t directories.

Every domainis grantedthe ability to executecode
from the systemsharedibrariesandto executethe sys-
tem dynamicloader Sincemary domainsonly require
executeaccesso thesetypesandto their entrypoint exe-
cutable permissiorto executeothersystembinarytypes
is notgrantecdto all domains.

Each domain can read and write /dev/tty,
/ dev/ nul | , and the randomnumberdevices. Cur
rently, every domainis also allowed to read and write
theconsoledevice, but thiswill bechangedo only grant
accesdo thosedomaingsthatrequiresuchaccess.

Currently every domainis allowedto createanduse
NFSfiles. Every domainis alsocurrentlyallowedto use
the network, bind to port numberswith the default port
type, and communicatewith portmap. Theseruleswill
be replacedwith specificrulesin the appropriatefiles
grantingthesepermissiongo only thosedomainghatre-
quirethem.

3.4.2 System Domains The donai ns/system
subdirectorycontainsa separatefile for eachdomain
usedfor a systemprocess.

Thekernelt domain(ker nel . t e) is the domainof
proces$) andthekernelthreadsstartedby it. No domain
cantransitionto thisdomain.Thisdomainis grantecper
missionsfor mountingandunmountingfile systemsand
for searchinghe persistentabel mapping. This domain
automaticallytransitionsto the init_t domainupon exe-
cutingthei ni t program.

The kernelt domain is also the tamet type when
checkingpermissionsn the systemclass.This latteruse
of the kernelt domaincan be eliminated. The system
permissionseemto be obsoletedvy the capability per
missionssothey canprobablybecompletelyeliminated.
If the systempermissionsare retained,the calling pro-
cessdomaincould be usedinsteadasthe targettype, as
with the capabilitypermissions.

The kmodt domain(knod. t e) is the domainof the
kernelmoduleloader No domaincantransitionto this
domain,so it canonly be enteredby the kernel. This
domaincan usethe sysmodulecapability It can exe-
cute nodpr obe, i nsnod, and shell commandsrom
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conf. nodul es. It canreadconf . nodul es, nod-
ul es. dep, andthe moduleobjectfiles. It cansignal
ary domainsothatary procesganwait onakernelmod-
uleloaderthread.

The init_t domain(i ni t.t e) is the domainof the
i ni t process.Only the kernelt domaincantransition
to thisdomain.Theinit_exect typeis thetype of theen-
try point executableor this domain. Theinitctl _t typeis
thetypefor / dev/i ni t ct |, anamedpipe createdby
i ni t for receving communicationsThesulogin_exect
type is the type of the sul ogi n programusedfor au-
thenticationfor single-usemode.Theinit_t domaincan
create/ dev/initctl and/etc/ioctl.save. It
canalsomodify ut mp andwt np. This domaincandi-
rectly run the updat e program. All processeganbe
killed by this domain. It automaticallytransitionsto ini-
trc_t whenit executesoneof ther ¢ scripts. It automat-
ically transitionsto getty.t whenit executesgetty. It
automaticallytransitionsto sysadmt whenit executesa
shellorthesul ogi n programfor single-usemode.

The getty't domain (getty. t e) is the domain of
get ty. Only theinit_t domainis allowedto transition
to this domain. The getty exect typeis the type of the
entry point executablefor this domain. The getty tmp.t
typeis thetypeof temporaryfiles createcy thisdomain.
This domaincanupdateut np andwt np. It transitions
to thelocal_login_t domainwhenit executeshel ogi n
program.

The initrc_t domain(i ni trc. t e) is the domainof
the systemr ¢ scripts. Only the init_t domaincantran-
sition to this domain. Theinitrc_exect typeis the type
of the entry point executablefor this domain. The ini-
trc_tmpt typeis the type of temporaryfiles createdby
thisdomain.Theinitrc_var_run_t typeis thetype of files
createdn / var / r un by this domain.

The initrc_t domain can execute a variety of sys-
tem programs,other rc scripts, andtelinit. It
can communicate with the init.t domain through
/dev/initctl. It can examine all processesn
pr ocf s andsendsignalsto any process.lt canmount
andunmountfile systemsof ary type andconfigureary
network interface. It cancreatevarioussystemruntime
files. It canreadandunlink PID files. This domaincan
setvaluesin / pr oc/ sys. It canusethenetwork.

Theinitrc_t domaintransitiongo acorrespondinglae-
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mon domainwhenit executeseachsystemdaemon. It
transitionsto the correspondingnodule utility domain
whenit executesa moduleutility. It transitionsto the
fsadmt domainwhenit executed sck andswapon. It
transitiongo theifconfig.t domainwhenit executes f -

config.

The klogd_t domain(kl ogd. t e) is the domain of
the kernellog daemon. Only the initrc_t domaincan
transitionto this domain. The klogd exect type is the
type of the entry point executablefor this domain. The
klogd_tmp.t typeis thetype of temporanyfiles createdoy
thisdomain.Theklogd_var_run_t typeis thetypeof files
createdn / var / r un by this domain. This domaincan
read/ pr oc/ knsg and/ dev/ nem

The syslgd.t domain(sysl ogd. t e) is thedomain
of the systemlog daemon.Only theinitrc_t domaincan
transitionto this domain. The sysl@d_exect typeis the
type of the entry point executablefor this domain. The
syslgdtmp.t typeis the type of temporaryfiles created
by this domain. The syslgd.var_run_t typeis the type
of files createdin / var / r un by this domain. The de-
vlog_ttypeis usedfor / dev/ | og, aUnix domainsoclet
createdby sysl ogd for receving log messagesDo-
mainswith the privlog attribute canreadandwrite this
soclet and cancommunicatewith sysl ogd. The sys-
logd_t domaincanmodify log files. It cancreateandbind
to/ dev/ | og.

The crond.t domain(cr ond. t e) is the domain of
a daemonusedto run scheduledcommands. Only
the initrc_t domaincan transitionto this domain. The
crond.exect typeis thetypeof theentrypointexecutable
for thisdomain.Thecrond.tmp.t typeis thetypeof tem-
poraryfiles createdby thisdomain.Thecrond.var_run_t
typeis thetypeof filescreatedn / var / r un by thisdo-
main. Thecron_log_t typeis thetypeof thecronlog file.
This domaincanreadfrom / var / spool / cr on and
it canreadsystemand usercrontabfiles. This domain
transitionsto usermail_t whenit executessendnai |
for mailing outputfrom cronjobs.

The cr ond programwas changedo transitionto a
default security context for eachuserbefore executing
ary jobsfor theuser Thecronsecuritycontextsarespec-
ified in the / et ¢/ security/cron_context file.
The domainsfor thesesecuritycontexts canbe defined
usingthe crond. domainmacrofrom cr ond. t e. This
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macrodefinesa derived domainfor a userdomainthat
can be usedfor cron jobs createdby usersin that do-
main. The useof a derived domainallows the policy to
grantdifferentpermissiondo usercron jobs thanto an
interactve usersession.

Sincecrontabfiles are not directly executed,cr ond
mustensurethatthe crontabfile hasa context thatis ap-
propriatefor thecontext of theusercronjob. Thecr ond
programwas changedo performan entrypointpermis-
sion checkfor this purpose.Usercrontabfiles aretyped
basedon the domainthat ran the cr ont ab program.
The domainsdefinedby crond.domainare granteden-
trypoint permissiorto this type.

A systemcrondt domain is defined for system
cron jobs to separatethe permissionsneededby sys-
tem cron jobs from the permissionsneededby the
daemon itself.  This domain is specified in the
/etc/security/cron_context file for the sys-
temu user The systemcrond.scriptt type is usedfor
systemcrontabfiles, andthe systemcrond.t domainis
grantedentrypoint permissionto this type. This do-
main transitionsto rmmodt when it executesr nmod
for / et ¢/ cron. d/ knod. It transitionsto logrotatet
whenit executed ogr ot at e.

The atdt domain (at d. t e) is the domain of an-
other daemonthat runs scheduledcommands. Only
the initrc_t domaincan transitionto this domain. The
atd_exect typeis the type of the entry point executable
for this domain. The atd_tmp_t typeis the type of tem-
porary files createdby this domain. The atd_var_run_t
type is the type of files createdin / var/ r un by this
domain. Currently this domain can read and write
[ var/ spool / at . A separataypewill bedefinedfor
[ var/ spool / at / spool , which is usedfor output
from the jobs. This domainandprogramwill berevised
in asimilar mannetrto crond.t.

The sendmailt domain(sendmai | . t e) is the do-
main of the mail daemon.Only the initrc_t domaincan
transitionto this domain. The sendmailexect type is
the type of the entry point executablefor this domain.
The sendmailtmp.t type is the type of temporaryfiles
createdby this domain. The sendmailvar_run_t typeis
the type of files createdin / var / r un by this domain.
The sendmailvar_log-t type is the type of files created
in / var /| og by this domain. The sendmailt domain
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can use the network and can bind to the SMTP port.
It canwrite to the aliasesdatabase/ et c/ mai | , the
mail spooldirectory andthe mail queuedirectory The
sendnmai | programis beinganalyzedo determineap-
propriate control points to insert transitionsto derived
domainsfor userssothatits privilegesareproperlylim-
ited whenactingon behalfof users.

The Ipd_t domain (I pd. t e) is the domain of the
printer daemon. Only the initrc_t domain can transi-
tion to this domain. The Ipd_exect type is the type
of the entry point executablefor this domain. The
Ipd_tmp.t type is the type of temporaryfiles createdby
this domain. The printer_t type is usedto control ac-
cessto/ dev/ pri nt er , aUnix domainsocletcreated
by | pd. This domain can use the network and bind
to the network printer port. This domaincanreadand
write / var / spool /| pd. Currently this domaincan
directly executefiltersin thespooldirectoryor in system
programdirectories.lt maybedesirablgo transitionto a
separatelomainwhenexecutingfilters. For local print-
ing, permissionswill needto be addedto local printer
devices.

Sincethel pr commancdcanbe usedto createa sym-
bolic link to thefile ratherthancopying it into the spool
directory thelpd_t domainwill eitherneedto begranted
permissiongo reada variety of file typesor it will need
to transitionto adefaultsecuritycontet for theuserprior
to readingthefile. The existing | pd programattempts
to preventahuseof its superuseprivilegesby checking
that the device and inode numberof the actualfile are
the sameaswhenthe link wascreatedby | pr. How-
ever, thisdoesnot guaranteghatthefile is the same.

The gpmt domain(gpm t e) is the domainof the
consolemousesener.  Only the initrc_.t domain can
transitionto this domain. The gpmexect type is the
type of the entry point executablefor this domain. The
gpmtmpt type is the type of temporaryfiles created
by this domain. The gpmwvar_run_t typeis the type of
files createdin / var / r un by this domain. The gpm-
ctl_t type is usedfor / dev/ gpnttl, a Unix domain
socletcreatedby gpmfor communicationsThisdomain
cancreateand bind to / dev/ gpntt| . It canaccess
/ dev/ psaux. Permissionsrenotyet definedto allow
clientdomaingo communicatevith this domain.

The xfst domain(xf s. t e) is the domainof the X
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fontsener. Only theinitrc_t domaincantransitionto this
domain.Thexfs exect typeis thetypeof theentrypoint
executabldor thisdomain.Thexfstmp.t typeis thetype
of temporaryfiles createdby this domain. This domain
cancreateandbindto socletsin / t np/ . f ont - uni x.

The X sener programdomainscan communicatewith

thisdomain.

The apmdt domain (apnd. t ) is the domain of
the apnmd daemon. Only the initrc_t domaincan tran-
sition to this domain. The apmdexect type is the
type of the entry point executablefor this domain.
The apmdvar_run_t type is the type of files createdin
/ var/run by this domain. The apmbiost type is
thetype of / dev/ apmbi os. This domaincanaccess
/ dev/ apmbi os.

Thecardmgrt domain(car dngr . t ) isthedomain
of thecar dngr daemon.Only theinitrc_t domaincan
transitionto this domain. The cardmgr.exect type is
the type of the entry point executablefor this domain.
Thecardmgrvar_run_t typeis thetypeof files createdn
[ var / r un by this domain. The cardmgr.dev_t typeis
the type of characterdevices createdby this domainin
[t np. The cardmgrlnk_t type is the type of symbolic
links createdby this domainin / dev. This domaincan
executea shellandsystemprograms.lt cantransitionto
theinsmodt domainandthermmodt domainby execut-
ing the correspondingnoduleutility. It cantransitionto
theifconfigt domainby executingthei f confi g pro-
gram. This domainrequiresfurtherreview.

Theinetdt domain(i net d. t e) is thedomainof the
Internetsupersergr. Only theinitrc_t domaincantran-
sition to this domain. The inetd.exect type is the type
of the entry point executablefor this domain. The in-
etd.tmp.t typeis the type of temporaryfiles createdby
thisdomain.Theinetd.var_run_t typeis thetype of files
createdn / var / r un by this domain. This domaincan
usethe network and canbind to a variety of port num-
bers.It transitionsto thetcpd.t domainwhenit executes
t cpd. It transitionsto the inetd.child_t domainwhenit
executeotherdaemons.

The inetd.child_t domain (i net d. t e) is a general
domain for daemonsstartedby inetd or tcpd that do
not have their own individual domainsyet. Either in-
etdt or tcpdt cantransitionto this domain. The in-
etd child_exect type is the type of the entry point exe-
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cutablefor this domain. The inetd.child_tmp.t typeis
the type of temporaryfiles createdby this domain. The
inetd_child_var_run_t type is the type of files createdin
[ var / r un by this domain.This domainis only astub

The tcpdt domain(t cpd. t e) is the domainof the
TCP wrapperdaemon. Only the inetdt domain can
transitionto this domain. The tcpd.exect type is the
type of the entry point executablefor this domain. The
tcpdtmpt typeis thetype of temporaryfiles createcby
this domain. This domaincanusethe network andcan
use TCP soclets inherited from inetdt. It transitions
to the rlogind_t domainwhenit executesr | ogi nd or
t el netd. It transitionsto the rshdt domainwhenit
executes shd. It transitionsto the ftpd_t domainwhen
it executesf t pd. It transitionsto the inetd child_t do-
mainwhenit executesotherdaemons.

Therlogind_t domain(r | ogi nd. t e) is the domain
of the daemonsfor telnet and remote login. Only
the tcpdt domain can transitionto this domain. The
rlogind_exect type is the type of the entry point exe-
cutablefor this domain. The rlogind_tmp.t type is the
type of temporaryfiles createdby this domain. This do-
maincanusethenetwork andcanuseTCPsocletsinher
ited from inetd t. It cancreateptys. It canmodify ut nmp
andwt np. It canreadetc autht sothatit canauthenti-
catetheuser It transitionsto the remotelogin_t domain
whenit executed ogi n.

Thershdt domain(r shd. t e) is the domainof the
r shd daemon. Only the tcpd.t domaincan transition
to this domain. The rshdexect type is the type of
the entry point executablefor this domain. This do-
main canusethe network andcanuse TCP socletsin-
heritedfrom inetd.t. Ther shd programwas modified
to read an initial security context for the userfrom a
[ etc/security/rsh_contexts configurationfile
andto runtheshellwith this securitycontet. It canonly
transitionto the usert domain,soit cannot be usedto
enteranadministratodomain. This restrictionis to pre-
vententryto an administratordomainwithout authenti-
cation.

The ftpd_t domain(f t pd. t e) is the domainof the
f t pd daemon.Only thetcpdt domaincantransitionto
thisdomain.Theftpd_exect typeis thetype of theentry
pointexecutabldor thisdomain.Theftpd.var_run_t type
is thetypeof filescreatedn / var / r un by thisdomain.
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This domaincanusethe network andcanuseTCP sock-
etsinheritedfrom inetdt. Theft pd programis being
modifiedto transitionto a configurablesecuritycontext
for the userafter the userhasbeenauthenticated.The
ftpd_domainmacrois usedto definederiveddomaingfor
userftp sessions.

Theypbindt domain(ypbi nd. t e) is the domainof
the NIS binding daemon.The portmapt domainis the
domainof a daemonthat mapsRPC programnumbers
to portnumbers.Therpcd.t domainis agenerakdomain
for other RPC daemons.Only the initrc_t domaincan
transitionto thesedomains.Thesedaemonsave notyet
beenstudiedfor properpermissions.

The local_login_t domain(l ogi n. t e) is a domain
for locallogins. Only thegetty t domaincantransitionto
thisdomain.Thelogin_exect typeis thetypeof theentry
point executablefor this domain. The local_login_tmp.t
type is the type of temporaryfiles createdby this do-
main. This domaincanusethe network to performNIS
lookups.It canreadandwrite ut np, wt np, and| ast -
| og. It canreadetcautht sothatit canauthenticate
theuser It cansearchthe mail spooldirectorysothatit
cancheckfor mail for the user It cantransitionto ary
of thedomaingfor userlogin sessionsvhenit executesa
shell. By default, it automaticallytransitiongo theusert
domainwhenit executesa shell.

The | ogi n programwas modified to provide a de-
fault login context for eachuserandto allow the user
to specifya differentcontext for the login session.The
| ogi n programwasalsochangedo relabeltheuserter-
minal with a securitycontet derivedfrom the users se-
curity context. Thepamconsol e modulestill needso
be modifiedto relabelotherdevicesaccordingly

Theremotelogin_t domain(l ogi n. t €) is adomain
for remotelogins. Only therlogind_t domaincantransi-
tion to this domain. This domainhasa few differences
from local_login_t. The remotelogin_tmp.t type is the
type of temporaryfiles createdby this domain. This do-
main can use ptys createdby r | ogi nd. It canonly
transitionto the usert domain, so it can not be used
to enteran administratordomain. This restrictionis to
preventunauthenticatecemotelogins by administrators
via. r host s files. A separatsmewr ol e programwas
addedto supportchangingfrom usert to sysadmt after
authenticatindo permitremoteusergo entertheadmin-
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istratordomainafterlogin.

3.4.3 User Program Domains The do-
mai ns/ pr ogr amsubdirectorycontainsa separatdile
for eachdomainusedfor auserprogram.

Types and domainsfor the privileged module utili-
ties are definedin the noduti | . te file. The mod-
ulescontt typeis for the/ et ¢/ conf . nodul es con-
figurationfile. The modulesdept type is usedfor the
nodul es. dep files. Themodulesobjectt typeis used
for themoduleobjectdirectoriesandfiles.

The modpobet, depmodt, insmodt, and rmmodt
domainsare definedfor the correspondingtilities, and
eachdomainhasa correspondingntry point executable
type. Theinitrc_t andadministratordomainscantransi-
tion to thesedomains. Both the cardmgrt domainand
the modpobet domaincantransitionto theinsmodt or
rmmodt domains. The crondt domain can transition
to the rmmodt domainfor the/ et ¢/ cr on. d/ knod
crontabfile.

The modpobet domaincanexecuteshellcommands
from conf . nbdul es. Thedepmodt domaincancre-
ate nodul es. dep. The insmodt and rmmodt do-
mainscanusethe sysmodulecapability

Whenexecutediy thekernelmoduleloader therod-
pr obe andi nsnod programgemainin thekmodt do-
main. This allows the securitypolicy to distinguishbe-
tweenpermissiongyrantedto the kernelmoduleloader
andpermissiongyrantedto moduleutilities executedby
userprocessed-or example thesecuritypolicy couldbe
configuredto prohibit any transitionsto the modpobet
and insmodt domainswhile still allowing the kernel
moduleloaderto function.

Thelogrotatet domain(l ogr ot at e. t e) is thedo-
main for the | ogr ot at e program. Only the sys-
temcrond.t domainand the administratordomainscan
transitionto this domain. The logrotateexect type is
the type of the entry point executablefor this domain.
The logrotatetmp.t type is the type of temporaryfiles
createdvy this domain. This domaincancreate rename
andtruncatelog files, andit cansetthe appropriatese-
curity context andUnix ownership. It canreadthe PID
files, search/ pr oc, andsignalany domainin orderto
notify daemonsof changesn log files. It canupdate
var_lib_t for /var/1i b/l ogrotate.status. The
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| ogr ot at e programwas modifiedto presere the se-
curity context of log files.

The fsadmt domain(f sadm t €) is the domainfor
disk and file systemadministrationprogramssuch as
f sck andswapon. Only the initrc_t domainand the
administratodomainscantransitionto thisdomain.The
fsadmexect type is the type of the entry point exe-
cutablefor thisdomain. Thefsadmtmp.t typeis thetype
of temporaryfiles createdby this domain. This domain
canwrite to/ et ¢/ nt ab andit canaccessheraw disk
devices.

Theifconfigt domain(i f confi g. t e)isthedomain
for thei f confi g program. Only the initrc_t domain,
cardmgrt domain, and the administratordomainscan
transitionto this domain. Theifconfig exect typeis the
type of the entry point executablefor this domain. This
domaincan usethe sysmodule capability to load net-
work interfacemodulesandit canconfigurethe network
interfaces.

The utemptert domain (ut enpt er . t e) is the do-
main for the ut enpt er program. Any of the user
login domains can transition to this domain. The
utempterexect typeis the type of the entry point exe-
cutablefor thisdomain.Theutemptert domaincanread
and write ut np and wt np, allowing the ut enpt er
programto log the beginningsandendsof usersessions
on behalfof thext er mvirtual terminalprogram.

The passwdt domain (passwd. t e) is the domain
for changingpasswerdsandotheruserinformation. Any
of the userlogin domainscantransitionto this domain.
Thepasswdexect typeis thetype of the entry point ex-
ecutabldor thisdomain.Thisdomaincanreadandwrite
/ et c and/ et ¢/ aut h. It canalsotestfor theexistence
of ashellandreadut np.

Sincethe ordinary programsfor changingpassverds
andotheruserinformation(passwd, chf n, chsh) al-
low the superuseto changeary users information, it
was necessaryo interposea wrapperprogramto pre-
vent this behaior, asin [2]. The wrapperprograms
(spasswd, schf n, schsh) only call therealprograms
if theFlaskuseridentity of thecallingprocesss thesame
asthe Unix realuseridentity, andtheseprogramsdo not
passary argumentsto the real programs. Thesewrap-
perprogramswill bechangedo passunprivilegedargu-
ments. Sincethe passwdt domaincanonly be entered
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throughthe wrapperprogramsan unprivilegeduserlo-

gin domaincannotbypassthe wrapperprograms. Ad-

ministratordomainscandirectly executetheregularpro-
gramsandchangeotherusers’informationasthe supe-
ruser

The X sener program domainsare userxservert
and sysadmxservert. Thesedomainsare definedus-
ing the xserverdomainmacroin xserver.te. The
xserverexect type is the type of the entry point exe-
cutablefor thesedomains. The userxservertmpt and
sysadmxservertmpt typesare the typesof temporary
files createdby thesedomains. EachX sener domain
cancreateandbind to a socletin / t np with the corre-
spondingtemporarytype. It canconnectto the X font
senerdomain. It canreceie connectionsrom the cor-
respondinguser login domain. Currently it canread
andwrite memorydevices, althoughthe portion of the
X senerthatrequiresthis accesshouldbe separatedit
canexecutea variety of systemprograms.

The | pr domainsare usetlpr_t and sysadmpr_t.
Thesedomainsare definedusingthe Ipr_domainmacro
inl pr.te. Thesedomainsareusedfor the client print-
ing commandd pr, | pg, andl prm The lpr_exect
type is the type of the entry point executablefor these
domains.Theuserlpr_tmpt andsysadmipr_tmp.t types
arethetypesof temporanfiles createdby thesedomains.
Eachdomaincancreatespoolfiles with aderivedtypein
/var/spool /| pd. It canconnectto | pd and send
SIGHUPto the daemon.It canreadfrom pipescreated
by theuserlogin domain.

Thesendnai | programdomainsareusermail_t and
sysadmmail_t. Thesedomainsare definedusing the
mail_domainmacroin mai | . t e. The sendmailexect
type is the type of the entry point executablefor these
domains. The usermail_tmpt and sysadmmail_tmp.t
typesare the typesof temporaryfiles createdby these
domains. Thesedomainssharemary of the sameper
missionsas the sendmailt systemdomain. They can
also readtemporaryfiles createdby the userlogin do-
mainfor sendingmail andthey canwrite to the userdo-
main'shomedirectorytypeto createhedead. | et t er
file.

Currently themai | programdoesnotrunin a sepa-
rate domainfrom the userlogin domains,sinceit does
not require ary specialpermissiongo accesshe mail
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spoolfiles. To preventthe superusefrom readingand
writing all mail spool files, the individual spool files
could be createdwith a type basedon the default login
domainfor the user Alternatively, a wrapperfor the
mai | programcould be createdwith its own domainto
ensurethatthe programis only usedto accesshe malil
spoolfile for the Flaskuseridentity.

The gnome- pty- hel per program domains are
usergpht and sysadmgpht. Thesedomainsare de-
fined using the gph.domain macro in gnomne- pty-
hel per .t e. Thegphexect typeis thetype of theen-
try point executabléor thisdomain. Thegnone- pt y-
hel per programcreatesnen pseudo-terminalor in-
stance®f thegnone- t er ni nal virtual terminalpro-
gram running in the userlogin domains,and logs the
beginningsandendsof gnone-t er m nal sessiongo
ut np andwt np. Eachof the gnone- pt y- hel per
domainssupportsthis behavior by providing readand
write accessto the / dev/ pt mx device, ut np, and
wt np, andby permittingthepassingf openfile descrip-
torsto programsn thecorrespondingiserlogin domains
via local socletIPC.

Thesu domainsareusersut andsysadmsut. These
domains are defined using the sudomain macro in
Su. t e. Thesuexect typeis thetype of the entry point
executabldor thesedomains.Eachsu domainautomat-
ically revertsto thedomainof the callerwhenit executes
ashell. It canreadthe shadev passverd file for userau-
thentication.It canupdatethe ut np file. It canmodify
theusers. Xaut hori ty file. Sincethesu programis
mostfrequentlyusedsimplyto obtainUnix privilegesfor
administratve tasksby becomingthe superuseliit seems
to be undesirablgo alsochangethe Flaskuseridentity,
soonly the Unix identity is changed.

The net scape domains are usernetscapg and
sysadmnetscape. Thesedomainsare definedusing
the netscapedomain macroin net scape.te. The
netscapeexect type is the type of the entry point ex-
ecutablefor thesedomains. Thesedomainsare lim-
ited to writing to aderivedtype: usernetscapaw-t and
sysadmnetscapaw_t. The file contexts configuration
usesthe usernetscapaw_t type for the . net scape
directories,the . m ne. t ypes file andthe . nai | -
cap file. Userscanalso apply this type to other files
or directoriesthat should be writeableby net scape.
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These net scape domainsare not allowed to read
a different derived type: usernetscapenoreadt and
sysadmnetscapenoreadt. Userscanapplythis typeto
filesthatshouldnotbereadabléby net scape.

The crontab domains are usercrontaht and
sysadmcrontaht. These domainsare defined using
the crontabhdomain macro in crontab.te. The
crontah exect type is the type of the entry point exe-
cutablefor thesedomains. The usercron_.spoolt and
sysadmcron_spoolt typesarethe typesfor the crontab
files createdby thesedomainsin / var / spool / cr on.

3.4.4 User Login Domains The domai ns/ user
subdirectorycontainsa separatefile for eachdomain
usedfor anordinaryuserlogin. Thedomnai ns/ adni n
subdirectorycontainsa separatefile for eachdomain
usedfor anadministratoiogin. Currently, thereis a sin-
gle domainfor ordinary usersand a single domainfor
administrators.

The usett domainis theinitial login domainfor un-
privilegedusers. The local_login_t, remotelogin_t, and
rshdt domainscan transition to this domain. This
domain is defined using the userdomain macro in
user .t e. Theshellexect typeis thetype of theentry
point executablefor this domain. The userhomet type
is the type for homedirectoriesof ordinary users. The
usertmp.t typeis thetype of temporaryfiles createdby
this domain.Theusertty_devicet typeis thetype of tty
devices owned by this domain. The userdevptst type
is the type of pty devices ownedby this domain. This
domaincanusethe network. It canexecutea variety of
systemprogramslt canread,write or executefilesin its
homedirectory type. It cantransitionto several of the
userprogramdomainswhenit executeghe correspond-
ing program.

The sysadmt domainis the initial login domainfor
systemadministrators. The init_t andlocal_login_t do-
mainscantransitionto this domain. This domainis de-
fined using the admindomainmacroin sysadm t e.
The shellexect type is the type of the entry point ex-
ecutablefor this domain. The sysadmhomet type is
the type for home directoriesof administrators. The
sysadmtmp.t type is the type of temporaryfiles cre-
ated by this domain. The sysadmitty_devicet type is
the type of tty devices owned by this domain. The
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sysadmdevptst typeis thetypeof pty devicesownedby
this domain. This domainis allowedto performadmin-
istrative taskssuchasrunningmoduleutilities, mounting
andunmountingfile systemsgconfiguringnetwork inter-
faces,andrunningt el i ni t . It canreadandwrite all
file typeswith the sysadmfileattribute. It can examine
procf s for all processesand sendsignalsto all pro-
cesseslt canload new policy configurationsandit can
relabelfiles.

The file contexts configurationusesuserhomet as
the type for / hone andsysadmhomet asthe type for
/ r oot . This configuratiormustbe customizedo prop-
erly type the home directoriesfor administratorsand
ordinary usersof the site. Currently all domainsare
grantedreadaccesdo thesetypes. Marny domainsre-
quire read accessin order to read user dotfiles. The
mai | programdomainsaregrantedpermissiorto write
the correspondinguser home directory type to create
thedead. | etter file. Thesu programdomainsare
grantedpermissionto updatethe . Xaut hori ty file.
Eachuserdomainis grantedpermissiongo read,write,
and executeits own homedirectory type. The admin-
istratordomainis also grantedpermissiongo readand
write the ordinary userhomedirectory type, but not to
executeit.

Although a usermay be authorizedasan administra-
tor, the usershouldstill login in the usert domainun-
lessheis performingadministratve tasks.Otherwisethe
usermay unintentionallyabusehis privileges.Currently
the ability of anadministratorto login in the usert do-
main is complicatedby the fact that the administrators
homedirectoryhasa separatdype thatis not writeable
by the usert domain. This problemwill be solved ei-
therby addingsupportfor multiple homedirectoriesfor
auseror by addingsupportfor polyinstantiatedirecto-
ries.

3.5 Assertions

The assert.te file containsassertionsthat are
checled after evaluating the entire TE configuration.
Theseassertionganbe usedto detecterrorsin the con-
figuration.

A few sampleassertionsreprovided, but a thorough

setof assertionshasnot yet beendeveloped. Someof
the sampleassertionarethat only certaindomainscan
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usethe sysmodulecapability that systemsoftware can
only be modifiedby administratorsandthatthe shadav
passwerdfile canonly bereadandwritten by certaindo-
mains.

An assertexecutemacrois definedfor generatingas-
sertionsto verify that certaindomainscanonly execute
codefrom their entry point executabletype, the system
dynamicloadertype,andthe systemsharedibrary type.
This macrois appliedto a setof domainghatshouldnot
requireexecuteaccesgo ary othercode.

4 RBAC Configuration

This sectiondescribeshe Role-Based\ccesControl
(RBAC) configurationcontainedn ther bac file. It be-
ginsby discussingeachmd macro.It thendescribegach
role.

4.1 Macros

Currently thereis only one macro definedfor the
RBAC configuration. The role_auto_trans macro ex-
pandsto a role allow rule that authorizesa role transi-
tion anda role transitionrule that causeghe transition
to occurautomaticallywhena particularprogramtypeis
executed.This macrois the RBAC equivalentto the TE
domainauto transmacro.

4.2 Roles

The objectr role is a predefinedole thatis usedfor
objects,sincetherole field in anobjectsecuritycontext
is not usedin accesglecisions.Any type canbe associ-
atedwith this role. A role allow rule to this role should
neverbedefined sincea processwith thisrole couldpo-
tentially enterany domain.

Thesystenr roleis therole of systemprocessesAny
of the TE systemdomainsdescribedn Section3.4.2can
be associatedvith thisrole. The sysadmt domainis au-
thorizedfor thisrole sothati ni t canenterthisdomain
for single-usemode. The fsadmt, ifconfig t, andmod-
ule programdomainsarealsoauthorizedor this role so
thatinitrc_t canexecutethe correspondingrograms.

The userr role is the role of unprivileged user pro-
cessesTheinitial login domainfor thisrole is theusert
domain.Thisrole is alsoauthorizedor avariety of user
programdomains.
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Thesysadnr roleis therole of thesystemadministra-
tor. Theinitial login domainfor this role is the sysadmt
domain.Thisroleis alsoauthorizedor avariety of user
programdomains,including domainsfor i f confi g,
f sck, andthe moduleutilities.

Theseuserroles canbe enteredat login. To support
role changesduring a login session,a newr ol e pro-
gramwascreated.This programreauthenticatethe user
to ensurehattherole changedloesnotoccurwithoutcon-
sentby theuser The programtransitiongto the new role
andto theinitial login domainassociateavith thatrole.
This programis run in the newrole_t domainthatis au-
thorizedfor role changes.

5 UserConfiguration

Thissectiondescribesheuserconfiguratiorcontained
in theuser s file. This configurationdefineseachuser
recognizedby the securitypolicy. It specifiesthe roles
thatcanbeassociateavith eachuser

The systemu useris the useridentity for systempro-
cessesand objects. Thereshouldbe no corresponding
Unix identity for the Flasksystemu user anda userpro-
cessshouldnever be assignedhe systemu useridentity.
The systenx role canbe associateavith this useriden-
tity.

The remaininguserslisted in this configurationcor-
respondto Unix identitiesin the / et ¢/ passwd file.
Theseuseridentitiesareassignedo userprocessewhen
| ogi n creategheusershell. Theuserr role canbeas-
sociatedwith ary user Thesysadnr role canbeassoci-
atedwith ary systemadministrator

Althougha usermaybe authorizedor anadministra-
tor role, the usershouldstill login in theusecr role un-
lessheis performingadministratve tasks.Otherwisethe
usermay unintentionallyabusehis privileges.Currently
the ability of anadministratorto login in theusecr role
is complicatedby the factthat the administrators home
directoryhasa separataypethatis not writeableby the
usert domain. This problemwill be solved either by
addingsupportfor multiple homedirectoriesfor a user
or by addingsupportfor polyinstantiatedlirectories.
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7.2 File SystemContets

6 Constraints Configuration

This section describesthe constraintsconfiguration
containedin the constrai nts file. This configu-
ration definesadditionalrestrictionson certainpermis-
sions. Theserestrictionsare expressecdas booleanex-
pressiondasedn therelevantuseridentities,roles,and

types.

Two constraintsare definedfor the procesgransition
permission. The first constraintrestrictsthe ability to
transitionto a differentuseridentity to domainswith the
privusertype attribute. Only the cr ond andlogin do-
mainsneedthis attribute. The secondconstraintrestricts
theability to transitionto adifferentrole to domainswith
the privrole type attribute. Only the cr ond, login do-
mains,andthe domainfor the newr ol e programneed
this attribute.

Two constraintsredefinedfor creatingandrelabeling
objects. Thefirst constraintrestrictsthe ability to create
or relabelfiles with a differentowner to domainswith
the privowner attribute. The secondconstraintrestricts
the ability to createor relabelsoclets with a different
ownerto domainswith the privownerattribute. The ad-
ministratordomainandthe logrotate t domainhave this
attribute.

7 Security Context Configuration

This sectiondescribeghe securitycontect configura-
tion. It begins by discussingthe security contexts for
initial SIDs. The contexts for unlabeledile systemsare
thendescribedThissectionconcludesvith adescription
of the contexts for network objects.

7.1 Initial SID Contexts

The initial SID context configurationis containedin
thei ni ti al _si d_cont ext s file. This configuration
specifiesghe securitycontext for eachSID thatis prede-
finedfor systeminitialization.

A separatalomainor type is definedfor eachinitial
SID sothatthe TE configurationcandistinguishamong
theinitial SIDs. Thedomainsassociatedavith thekernel,
i ni t, andkernelmoduleloaderSIDs are describedn
Section3.4. The typesassociatedvith the otherinitial
SIDsaredescribedn Section3.3.
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All of theinitial SID contexts usethe systemu user
identity, sincethey represensystemprocessesnd ob-
jects. The kernel SID, i ni t SID, and kernel mod-
ule loader SID use the systenr role since they are
usedfor systemprocesses.The initial SIDs for sock-
ets(any_sodket, icmp_sodket, andtcp_sodet) usethesys-
temr role becauseocletsaretreatedasproxiesfor pro-
cessesn the network accesscontrol model. The other
initial SIDsusetheobjectr role sincethey represenbb-
jects.

7.2 File SystemContexts

Theunlabeledile systencontet configuratioris con-
tainedin the f s_.cont ext s file. This configuration
specifiesthe security contexts to apply to an unlabeled
file systemwhenit is first mounted.If no entryis speci-
fied for the device, thenthe securitycontexts associated
with thefs andfile initial SIDsareused.

Currently this configurationis unused A singleentry
is specifiedas an example. The typesare the sameas
for thefs andfile initial SIDs. The systermu useridentity
andobjectr role areusedsincethesecontets represent
systemobijects.

7.3 Network Contexts

Thenetwork objectcontext configurationis contained
in the net _cont ext s file. This configurationspeci-
fies the securitycontexts for port numbersnetwork in-
terfacesnodesandNFSfiles. Thetypesassociatedavith
thesecontexts arediscussedn Section3.3.7. Thesese-
curity contexts usethe systermu useridentity andthe ob-
jectr role sincethey represensystemobjects.

By default, port numbersarelabeledwith the security
contet associateavith the port initial SID. Separatese-
curity contexts arespecifiedor portnumberghatshould
be restrictedto particulardomains. Currently security
contexts are only definedfor a few ports as examples.
As discussedn Section3.3.7,several of the typesused
in thesesecuritycontets canbe reducedo a singlein-
etd port_t type.

The security contexts associatedvith the netif and
netmsginitial SIDs are usedby default for network in-
terfaces.Separatesecuritycontets canbe specifiedfor
individual network interfacego distinguishaccesso dif-
ferentinterfaces.Currently separateontextsaredefined
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for the loopbackinterface,the et h0O interface,andthe
et h1l interface.However, thesedistinctionsarenot cur-
rently usedby the TE configuration.

By default, the security context associatedvith the
nodeinitial SID is usedfor nodes.Separatesecuritycon-
texts can be specifiedfor an addressand mask pair to
distinguishaccesgo differentnodes.Currently separate
contets aredefinedfor thelocalhostaddressandfor all
hostswith a particularprefix. However, thesedistinc-
tionsarenot currentlyusedby the TE configuration.

NFS filesystemsand files are labeledwith the secu-
rity context associatedvith the nfs initial SID by de-
fault. Separatesecuritycontexts canbe specifiedfor an
addressand maskpair to distinguishaccesdo different
NFSseners.

8 File Contexts

This sectiondescribeghe separateonfigurationused
to setfile securitycontets. This configurationis con-
tainedin thefi | e_.cont ext s file. It specifiedfile se-
curity contexts basedon pathnameegular expressions.
Theset fi | es programreadsghis configuratiorandla-
belsfiles accordingly

Sincethefile systemnayoutvariesconsiderablyamong
different Linux distributions and even amongdifferent
versionsf asingleLinux distribution, this configuration
shouldbereviewed andcustomizedeforetheinitial re-
labeling of the file system. For example,the locations
of sysl ogd andkl ogd differ betweerRedHat6.0and
RedHat6.1. As mentionedn Section3.3.1,thelocation
of the policy sourceg(policy_src_t) shouldalsobe cus-
tomizedbeforethe initial relabeling. Similarly, asmen-
tionedin Section3.3.3,thelocationfor administratoland
ordinaryuserhomedirectoriesshouldbe customizede-
foretheinitial relabeling.

The typesusedin the configurationare describedn
Section3.3. The systemu useridentity andobjectr role
areusedfor all of the securitycontextsin this configura-
tion, sincethey all represensystemobjects.If desireda
separateentry could be specifiedfor eachuserhomedi-
rectorysothatit is labeledwith the usersidentity. How-
ever, this is not necessarysincethe useridentity on the
file is only usedto determinethe ability to relabelthe
file. Any files createdsubsequentlyy individual users
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will becreatedwith the correspondingiseridentity.

9 Extensionsfor Installing

Whenthenew kernelis first bootedon a vanilla Linux
systemall filesareinitially labeledwith thesecuritycon-
text associatedvith the file initial SID. Sincethe entry
pointexecutablesirenotlabeledyet, appropriatalomain
transitionsdo not occur Sinceall files arelabeledwith
asingletype,the permissionglefinedin thestandardlE
configurationareinadequate.

Consequentlya setof extensiongo the standardpol-
icy configurationare definedfor theinitial bootandre-
labeling of file systems. The extendedpolicy configu-
ration is referredto asthe initial policy. After booting
with theinitial policy, file systemsarerelabeledn accor
dancewith the file contexts configurationandthe stan-
dardpolicy is installed. The systemis thenrebootedor
operationalise.

The extensionsto the policy configurationare con-
tainedin thei ni t . t e file. Thisfile definesa new ini-
tial_boott domain. Theinit_t domaintransitionsto this
domainwhenit executesary file. All systemprocesses
run in this domainduring the initial boot. This domain
is grantedextensie permissionsso thatall systempro-
cessesanperformtheirtasksbeforeor aftertherelabel-
ing. This domaincantransitionto the sysadmt domain
sothatausercanlogin astheadministrator Theusercan
thenrelabelfile systemsjnstall the standardolicy, and
reboot.

In additionto definingthe new domain,this file ex-
tendsthe kernelt, init_t, kmodt, andsysadmt domains
sothatthey canfunctionproperlyduringtheinitial boot
andrelabeling.It alsoextendstheinitrc_t domainsothat
it canhandlethereboot.
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